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			   	About Us   
 
  	
		
						About Us

We are the regional leaders in cybersecurity. We are masters in our tradecraft. We are dynamic, talented, customer-centric, laser-focused and our mission is to defend and protect our customers from cyber adversaries through advisory, consulting, engineering, and operational services.
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	Solutions   
 
  	
		
			Solutions

The cybersecurity industry is fragmented. We have carefully curated an interoperable suite of cybersecurity products and solutions that focus on improving your security compliance and risk maturity that add real business value, effectiveness, and ROI. Combined with our professional services and security engineering expertise we design, architect, implement and operate complex environments and protect your digital space.
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	Industry   
 
  	
		
			Industry

Cyber adversaries and threat actors have no boundaries. No industry is immune to cyber-attacks. Each industry has unique attributes and requirements. At DTS we have served all industry verticals since inception and have built specialization in each segment; to ensure our customers can operate with a high degree of confidence and assurance giving them a competitive advantage.
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						Services

Our cybersecurity services are unmatched in the region. With our unique customer-centric approach and methodology of SSORR we provide end-to-end strategic and tactical services in cybersecurity. We on-ramp, develop, nurture, build, enhance, operationalize, inject confidence, and empower our customers.
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			Yehia Mamdouh – Deep Inside Malicious PDF (Malware Security)
		

				

				
				
						
										
															
									
							 
										
				LastLine, Malware-Security, VAPT				
					
								


				

				

				
				
						
										
															
									
							 
										
				Application Security, APT Solutions, Last Line, VAPT, Vulnerability Assessment				
					
								


				

				

					

		

							

		
				
						
					
			
									

		

							

		
				
						
					
			
								
				
					
									
						
					
			
								
				
			Attack come from where?

		

				

				
				
							Most of the attacks these days are focused on client side attacks, when attackers target company or organization networks they face a lot of challenges like IDS, IPS and firewalls which prevent them from reaching the internal network. They then resort to basically targeting employees working In the target organization by many methods like phishing attacks or sending Malicious PDF files!
						

				

				
						
					
			
								
				
																
															
															

				

					

		

				
			
									

		

							

		
				
				
							When we start to check the PDF files that exist in our network we may use antivirus scanners but these days it is certainly not a perfect solution to detect malicious PDF because attackers mostly encrypt it to bypass traditional antivirus scanners and more often than not they target a zero day vulnerability that may exit in Adobe Acrobat reader or target outdated versions, the image below show how PDF vulnerabilities rising every year						

				

				
						
					
			
								
				
																
															
															

				

					

		

				
			
									

		

							

		
				
				
							Before we start analyzing malicious PDF we going to have a simple look at PDF structures as to understand how the shell code works and where it is located

						

				

				
						
					
			
								
				
																
															
															

				

					

		

				
			
									

		

							

		
				
				
							What is a PDF? PDF document have four main parts (one-line header, body, cross-reference table and trailer)						

				

				
				
							PDF Header: Which  is the first line showing the pdf format version and the most important line that gives you the basic information of the pdf file for example “%PDF-1.4 means that file fourth version						

				

				
				
							PDF Body: it consist of objects that compose contents of the document, these objects include fonts, images, annotations, text streams. Users can put invisible objects or elements, this objects can interactive with pdf features like animation and other security features. The body of the pdf supports two types of numbers (integers, real numbers)						

				

				
				
							The Cross-Reference Table (xref table): the cross- reference counts links of all objects and elements that exist on file format, you can use this feature to see other pages contents (when the users update the PDF the cross-reference table gets updated automatically)						

				

				
				
							The Trailer: The trailer contains links to cross-reference table and always ends up with “%%EOF” to identify the end of a PDF file the trailer enables a user to navigate to the next page by clicking on the link provided						
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							Most of the attacks these days are focused on client side attacks, when attackers target company or organization networks they face a lot of challenges like IDS, IPS and firewalls which prevent them from reaching the internal network. They then resort to basically targeting employees working In the target organization by many methods like phishing attacks or sending Malicious PDF files!

						

				

					

		

							

		
				
						
					
			
								
				
							When we start to check the PDF files that exist in our network we may use antivirus scanners but these days it is certainly not a perfect solution to detect malicious PDF because attackers mostly encrypt it to bypass traditional antivirus scanners and more often than not they target a zero day vulnerability that may exit in Adobe Acrobat reader or target outdated versions, the image below show how PDF vulnerabilities rising every year
						

				

					

		

				
			
								
				
																
															
															

				

					

		

							

		
				
						
					
			
								
				
																
															
															

				

					

		

							

		
				
						
					
			
								
				
							Before we start analyzing malicious PDF we going to have a simple look at PDF structures as to understand how the shell code works and where it is located

						

				

					

		

							

		
				
						
					
			
								
				
							What is a PDF? PDF document have four main parts (one-line header, body, cross-reference table and trailer)
						

				

				
				
							PDF Header: Which  is the first line showing the pdf format version and the most important line that gives you the basic information of the pdf file for example “%PDF-1.4 means that file fourth version
						

				

				
				
							PDF Body: it consist of objects that compose contents of the document, these objects include fonts, images, annotations, text streams. Users can put invisible objects or elements, this objects can interactive with pdf features like animation and other security features. The body of the pdf supports two types of numbers (integers, real numbers)						

				

					

		

				
			
								
				
																
															
															

				

					

		

							

		
				
						
					
			
								
				
							The Cross-Reference Table (xref table): the cross- reference counts links of all objects and elements that exist on file format, you can use this feature to see other pages contents (when the users update the PDF the cross-reference table gets updated automatically)
						

				

					

		

				
			
								
				
							The Trailer: The trailer contains links to cross-reference table and always ends up with “%%EOF” to identify the end of a PDF file the trailer enables a user to navigate to the next page by clicking on the link provided
						

				

					

		

							

		
				
						
					
			
								
				
					
			
						
		

				

				

					

		

							

		
				
						
					
			
								
				
			Start Attack!!!

		

				

				
				
							Now we will start to install old version of Adobe Acrobat reader 9.4.6 or 10 through to 10.1.1 which are vulnerable to Adobe U3D Memory Corruption Vulnerability						

				

				
				
							We can create a malicious PDF  by Metasploit framework  so we can analyze it. Start opens the terminal and type msfconsole

						

				

				
				
							As shown in the image on the right , we going to configure some settings on Metasploit variables to be sure that everything is working fine						

				

				
						
					
			
								
				
																
															
															

				

					

		

				
			
									

		

							

		
				
				
						
											
													
										After we select the exploit we are going to choose the payload that will execute during exploitation in the remote target and open Meterpreter session
									
	
											
													
										Choose the LHOST which is our IP address and we can view through typing ifconfig in new terminal
									
	
											
													
										Finally we type exploit to create the PDF file with configuration we created before
									


				

				

				
				
							The file has been saved on /root/.msf4/local

So we are going to move the file to Desktop for easier location by typing in the terminal

root@kali :~# cd /root/.msf4/local

root@kali :~# mv msf.pdf /root/Desktop						

				

				
						
					
			
								
				
																
															
															

				

					

		

				
			
									

		

							

		
				
				
													

				

				
				
							Wait for Analysis!						

				

				
				
							PDFid						

				

				
				
							Now we are going to use pdfid to see what the pdf constructs from the elements and objects and JavaScript and see if there is something interesting to analyze .						

				

				
				
							First Notice: The PDF has only one page, maybe its normal 🙂						

				

				
				
							Second Notice: There are several JavaScript objects inside, this is very strange.						

				

				
				
							Third Notice: There is also an OpenAction object which will execute a malicious JavaScript so we are going to use peepdf for deeper analysis						

				

				
						
					
			
								
				
																
															
															

				

					

		

				
			
									

		

							

		
				
				
							Deeper Analysis						

				

				
				
							Peepdf its python tool very powerful for PDF analysis, the tool provides all necessary components that security researcher need in PDF analysis, it support encryption, Object Streams, Shellcode emulation, Javascript Analysis, and for Malicious PDF it shows potential vulnerabilities, shows suspicious elements, powerful interactive console, PDF obfuscation (bypassing AVs), decoding: hexadecimal, – ASCII and HEX search … the list goes on…..

						

				

				
						
					
			
								
				
																
															
															

				

					

		

				
			
									

		

							

		
				
				
							Rock and Roll !						

				

				
				
							If we going to start the analysis, go to the directory of the PDF file then start with syntax   /usr/bin/peepdf –f msf.pdf

						

				

				
				
							We use –f option to avoid errors and force the tool to ignore them

						

				

				
				
							This is the default output but we see some interesting things first, the one we see is the highlighted object 15 continue JavaScript code and we have also have one object 4 continue two executing elements (/AcroForm & /OpenAction) and the last one is /U3D showing to us a Known Vulnerability for now we will start to explore this objects by getting an interactive console by typing syntax /usr/bin/peepdf –i msf.pdf

						

				

				
						
					
			
								
				
																
															
															

				

					

		

				
			
									

		

							

		
				
				
							The tree commands shows the logical structure of the file and we start to explore object 4 (/AcroForm)

						

				

				
				
							As we see in the image when we type object 4 it gave you another objects to explore for now we didn’t see any important information or anything suspicious except object 2 (XFA array) that gave us the element  which seems to us that is does not contain something special …

						

				

				
						
					
			
								
				
																
															
															

				

					

		

				
			
									

		

							

		
				
				
							Let’s move to the another object (Open Action)

						

				

				
				
							No we can see JavaScript code, that will be executed when the pdf file will be opened

						

				

				
				
							The other part of the JavaScript code is barely obfuscated like writing some variables in hex and in this code we can see a heap spraying with shell code plus some padding bytes. The attackers typically use Unicode to encode their shell code and then use the unescape function to translate the Unicode representation to binary content (now we are sure that this is definitely a malicious pdf)

						

				

				
						
					
			
								
				
																
															
															

				

					

		

				
			
									

		

							

		
				
				
							Technology Mitigations						

				

				
				
							Lastline http://www.lastline.com/  which is a technology pioneer dedicated to stopping advanced and evasive malware, zero-day attacks. Lastline’s flexible Previct platform provides high-resolution malware analysis and protection; the required network security foundational layer capable of providing advanced malware detection capabilities. Evasive malware simply bypass traditional security controls  IPS, AV and next generation firewalls since they are signature based.						

				

				
				
							Malicious PDF files attacks – Lastline is able to analyze these attacks by putting the malicious files through a fully emulated sandbox and evaluates each stage of the attack life-cycle using binary level code analysis.

						

				

				
				
							As DTS Solution we are the leading providers of Breach Detection System – Lastline in (United Arab Emirates) UAE region,						

				

				
				
							General Mitigations

						

				

				
				
							Malicious PDF mitigation techniques by ensuring;

						

				

				
				
						
											
													
										Keep your Adobe Acrobat Reader up-to-date
									
	
											
													
										Strong e-mail and web filter, IPS and by Application control
									
	
											
													
										Deploy Zero Day Malware and Breach Detection Systems
									
	
											
													
										Disable JavaScript and Disable PDF rendering in browsers
									
	
											
													
										Block PDF readers from accessing file system and Network resources.
									
	
											
													
										Security awareness
									
	
											
													
										It is impossible to prevent someone from sending a PDF file format. The best way to handle this is by using PGP’s signing process. Users may then only open any PDF files sent by trusted PGP’s key and not by email addresses.
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										After we select the exploit we are going to choose the payload that will execute during exploitation in the remote target and open Meterpreter session
									
	
											
													
										Choose the LHOST which is our IP address and we can view through typing ifconfig in new terminal
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							The file has been saved on /root/.msf4/local

So we are going to move the file to Desktop for easier location by typing in the terminal

root@kali :~# cd /root/.msf4/local

root@kali :~# mv msf.pdf /root/Desktop						
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							Now we are going to use pdfid to see what the pdf constructs from the elements and objects and JavaScript and see if there is something interesting to analyze .						
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							Third Notice: There is also an OpenAction object which will execute a malicious JavaScript so we are going to use peepdf for deeper analysis						
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							Peepdf its python tool very powerful for PDF analysis, the tool provides all necessary components that security researcher need in PDF analysis, it support encryption, Object Streams, Shellcode emulation, Javascript Analysis, and for Malicious PDF it shows potential vulnerabilities, shows suspicious elements, powerful interactive console, PDF obfuscation (bypassing AVs), decoding: hexadecimal, – ASCII and HEX search … the list goes on…..
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							If we going to start the analysis, go to the directory of the PDF file then start with syntax   /usr/bin/peepdf –f msf.pdf

						

				

				
				
							We use –f option to avoid errors and force the tool to ignore them
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							The tree commands shows the logical structure of the file and we start to explore object 4 (/AcroForm)
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							No we can see JavaScript code, that will be executed when the pdf file will be opened

						

				

					

		

							

		
				
						
					
			
								
				
							The other part of the JavaScript code is barely obfuscated like writing some variables in hex and in this code we can see a heap spraying with shell code plus some padding bytes. The attackers typically use Unicode to encode their shell code and then use the unescape function to translate the Unicode representation to binary content (now we are sure that this is definitely a malicious pdf)
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			DTS Solution featured in The National – Is this the end of the computer password?
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			DTS Solution presents at I-SAFE 2014 ISACA UAE Chapter
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Sheikh Zayed Road

PO Box 128698

Dubai, UAE



+971 4 3383365

[email protected]						

				

					

		

				
			
								
				
							   Abu Dhabi						

				

				
				
							Office 7, Floor 14
Makeen Tower, Al Mawkib St.
Al Zahiya Area
Abu Dhabi, UAE
+971 2 6573566
[email protected]
						

				

					

		

				
			
								
				
							   Kuwait						

				

				
				
							Mezzanine Floor, Tower 3
Mohammad Thunayyan Al-Ghanem Street, Jibla
Kuwait City, Kuwait


+971 4 3383365
[email protected]
						

				

					

		

				
			
								
				
							   London						

				

				
				
							160 Kemp House, City Road
London, EC1V 2NX
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Company Number: 10276574
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							The website is our proprietary property and all source code, databases, functionality, software, website designs, audio, video, text, photographs, icons and graphics on the website (collectively, the “Content”) are owned or controlled by us or licensed to us, and are protected by copyright laws and various other intellectual property rights. The content and graphics may not be copied, in part or full, without the express permission of DTS Solution LLC (owner) who reserves all rights.
DTS Solution, DTS-Solution.com, the DTS Solution logo, HAWKEYE, FYNSEC, COMPLYAN, FRONTAL, HAWKEYE CSOC WIKI and Firewall Policy Builder are registered trademarks of DTS Solution, LLC.
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